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Why are we here?

The PDF format can extend the Teamcenter
product by addressing the requirements that 
are difficult to satisfy without 3rd party products:

• Synchronization of Bulk Data with 
Metadata

• Complex Document Creation Processes

• Integrating with Paper Based Processes

• Electronic Document Security



Synchronization of Bulk Data with Metadata

Requirement: 
Bulk data needs to be synchronized with 
metadata in the Teamcenter application

Solution 1:  Metadata Stamping
(1-way exchange)

Solution 2:  Adobe Forms 
(bi-directional exchange)



Metadata Stamping

Why is metadata stamping useful?
• Printing Requirements for Regulated Industries
• Distribution of documents outside of Teamcenter

application

3rd Party Solutions that provide PDF Stamping:
• Adobe Document Server
• Appligent StampPdf
• Big Faceless PDF Library
• pdf-tools.com “Pdf Batch Stamp Tool”



Metadata Stamping

• Metadata information can be seen without accessing the Teamcenter
application.

• All necessary information is available when the document is viewed.

RELEASED

State: Working  Part Number: Cyl 1 



Adobe Intelligent Document Forms

Contain three layers:
• A presentation layer based on 

Adobe PDF that supports rich 
content including text, graphics, 
photos, and multimedia.

• A business logic layer that can 
perform calculations such as 
currency conversions and data 
validations.

• An XML data layer with the 
ability to capture XML data and 
move it between users and 
enterprise business systems.



PDF Forms

Why use PDF forms?
• PDF forms can be designed to look exactly like 

existing paper forms
• Provide offline access to user interface
• High-fidelity printing capabilities
• Can be accessed from PDA devices
• Business logic can be applied to the form with 

Javascript
• No Teamcenter code changes required for 

presentation layer (Uses Adobe Form Designer)
• Data can be easily extracted from the form or 

imported into the form in XML format



PDF Forms (Continued)

How do PDF forms interact with Teamcenter?



PDF Forms (Continued)

Other features of PDF forms:
• Data can be bound to any XML schema

(Schema can be custom or derived from Teamcenter)

• Form display can be dynamic, allowing you 
to show/hide sections of the form, 
add/remove rows of data, etc. 

• PDF Forms can have Web Service 
connectivity
(Can be used to get data from Teamcenter or other systems)

• PDF Forms support digital signature 
capabilities



Complex Document Creation Processes

• Synchronization of Bulk Data with 
Metadata

• Complex Document Creation Processes

• Integrating with Paper Based Processes

• Electronic Document Security



Complex Document Creation Processes

What factors make up a complex  
document creation process?
• Management of very large or complex 

documents
• Change control of individual components 

is needed
• Document components are being 

authored/edited in parallel by multiple 
users



Complex Document Creation Processes

Requirement:
User needs to manage documents as 
assembly of document components 

Solution 1: Appending PDF’s

• Each document section is rendered to PDF 
and merged

Solution 2:  PDF forms
• Can merge xml data from multiple forms



Structured Document Approach

All solutions to solve the Complex Document 
Creation process requirement will involve a 
Structured Document approach. This will allow for 
changes on an individual component of a complex 
document without reevaluation of complete 
document.

Book

Ch. 1 Ch. 2 Ch. 3 Ch. 4 Ch. 5

Chapter 3 can be 
revised independently.



Appending PDFs

Solution 1: All documents will be rendered to PDF and 
then appended together according to Structured 
Document business rules. 

Advantages:
• Table of contents can automatically be generated
• Multiple document formats can be easily merged into a 

single complex document
• Does not require change of authoring application (Users 

can continue to use Word, Excel, etc…)

3rd Party Solutions:
• Adobe Document Server
• Appligent AppendPDF
• Big Faceless PDF Library



Appending PDFs
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PDF Forms – Compound Documents

Solution 2: XML data from multiple forms is 
extracted and merged into a single PDF 
template in order to generate a final 
compound document.

Advantages:
• Good for aggregating data input from multiple 

forms
• Different business units or organizations can 

utilize their own form layout, with the same 
underlying XML schema

• Can be used as a reporting solution
3rd Party Solutions: 

• Adobe Form Server



PDF Forms – Compound Documents



Complex Document Creation Processes

• Synchronization of Bulk Data with 
Metadata

• Complex Document Creation Processes

• Integrating with Paper Based Processes

• Electronic Document Security



Integrating Paper Processes

Requirement:
Metadata must be obtained from paper 
documents and stored in Teamcenter.

Solution: Barcoded Forms
• Uses 2-D Barcodes based on PDF417 standard
• Where wet signatures are still required
• Electronic input, but can be signed and faxed
• Eliminates data entry effort and errors
• Alternative to OCR solutions



PDF Barcode Functionality



Complex Document Creation Processes

• Synchronization of Bulk Data with 
Metadata

• Complex Document Creation Processes

• Integrating with Paper Based Processes

• Electronic Document Security



Why is Document Security Important

Three main reasons companies typically need to 
address electronic data security

1. Regulatory and Legal Requirements
Sarbanes-Oxley Act (Any Public Company)
SAFE Initiative (Pharmaceutical)
21 CFR Part 11 (FDA)
ITAR (DOD)

2. Information Security
Companies will lose their competitive advantage if they fail to protect 
their intellectual property
Negative publicity from security breaches can jeopardize customer 
relationships

3. Return on Investment
The full value of electronic business processes cannot be realized 
until adequate data security mechanisms are in place
Many companies still utilize paper within their electronic processes 
(e.g. web signature)



Security Breaches



Digital Signatures

Digital Signatures address the following 
security requirements: 
• Allow for a secure form of approval for electronic 

documents
• Ensure that an individual who has signed the 

document cannot deny the signature (non-
repudiation)

• Ensure that the content has not been altered after 
a signature is applied (integrity)

• Ensure that the document is coming from the 
actual person who sent it (authenticity)



Digital Signatures - Message Digest

• A message digest (or hash value) is a fixed-
length value that acts as a unique 
“fingerprint” for a document.

• When a document is signed, a message 
digest is generated and attached to the 
document.  This message digest is encrypted 
so it cannot be altered.

• A recipient of the document can recompute
the message digest and compare it with the 
original to determine if the message was 
altered.



How Digital Signatures Work

• Digital signatures are created with digital certificates 
using asymmetric key cryptography (paired 
public/private keys)

• When the author signs the document, the message 
digest is encrypted with the private key.

• The public key can correctly decrypt the hash and 
use it to see if it matches a new hash of the 
document.

• Because the signature was applied with the private 
key, the recipient is assured that the document could 
only have been signed by the person in possession 
of that private key. (non-repudiation)



Digital Signature Appearance

Digital Signatures contain the following information:
• The name of the signer
• An optional graphic associated with the signature
• The reason for signing
• A timestamp of when the signature was applied



Signature Validation

• Valid Signature:  The signer is in the list of 
trusted identities and the certificate is valid and 
current

• Invalid Signature:  The signer’s certificate has 
expired or been revoked

• Validity Unknown:  The signer was not found in 
the list of trusted identities.  

• Document Modified:  Any of the above icons 
could contain a yellow warning triangle as part 
of the mark.  This indicates that the document 
has been altered since that signature was 
applied



Teamcenter Integration

Teamcenter Enterprise

PDF Digital Signature Integration
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Security Requirements

How can I help assure that…
• My organization is meeting all regulatory 

requirements?
• My organization is sufficiently protecting its 

intellectual capital?
• My data is secure while it is in the hands of 

my suppliers and vendors?

Is Teamcenter able to satisfy all of my 
security requirements?



Current Data Security Approaches



Persistent Document Control

• Adobe LiveCycle Policy Server provides the 
ability to control access and use of documents 
no matter where they are:
• Online or offline
• Inside or outside your organization

• The document control is persistent because 
the security is defined within a policy which 
travels with the document at all times



Policy Server Capabilities

• Encrypt documents to control user access and 
rights

• Control document access and use online, 
offline, and outside the firewall

• Apply expiration dates and validity periods to 
documents

• Always know when a document has been 
viewed, printed, or modified

• Revoke access to previously distributed 
documents

• Dynamic Watermark capabilities



Policy Creation



Policy Creation



Applying a Policy

Teamcenter Enterprise

Adobe LiveCycle Policy Server

Policy

1. Check In

2. Translation

3. Apply Policy



Opening a Protected Document

• Opening a policy-protected 
document for the first time 
requires you to log in

• Authentication is performed 
against the Policy Server

• Policy Server can be 
configured to use your 
company’s LDAP



Audit Tracking

• Policy Server provides event handlers for each event

• Document events can trigger actions in Teamcenter



Revoking a Document



Accessing a Revoked Document
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