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Evolution of the
Ford Product Creation Process

1985 1992 1993
Global Product
Concept World World Ford Product Development
to Class Class Development System
Customer Timing Process System

An Enterprise-
wide process

MBJ#1* 72 MBJ#1 68 MBJ#1 65 MBJ#1 43 MBJ#1 built from Global Best

& << <@

* <KO> equivalent timing for S4/P4 program
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Key Business Drlvers —

Commonality (Before CBPNG)_L.

Processes and Current Situation:
*Different PDM

*Different Product Structure
*Different CAD

CAD
P IDEAS
Manual

Processes and
7 Resources

Requirements:
sCommon PDM

«Common Product Structure
«Common CAD

Manual
Processes ang

Manual
Processes
and
Resources
Manual
Processes
and

Resources
Our current Methods/Tools/Data environment inhibits cross brand programs
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PLM Security

* C3P-Next Generation [eias™. s
(Ford PLM Initiative)
CATIA V5(excluding PT), IDEAS f \

TeamCenter
Teamcenter Engineering(TCe) & Engineering
Teamcenter Manufacturing (TCm)

AVBOM, Vismock, Technomatics, etc. @ 4 m

Vehicle & Powertrain
Development

[ —

Powertrain Vehicle
Davalopmeant Development

* under evaluation

e Security iIs probably one of the most important issues during
migration from C3P Classic (Metaphase/TDM) to C3P Next
Generation.

* The real challenge was to customize the TCe security module
to comply with the Ford Motor Company’s C3P Security policy
« Users acceptance to the changes is always a challenge

PLM World ‘06 Khoubyari/Somisetty



Challenges

When FMC Powertrain decides to be part of the single/shared data
management tool(C3P-NG), there were many concerns/requirements from
users about the security

Over exposure of data to many users

* Many groups need to use/share same database for their daily work
* Work In Progress data of any user gets exposed to beyond his/her group

* Proper Naming & Numbering is must from beginning

Multiple Roles & Responsibilities

* Demand for following types of Roles

* Engineer, Designer, Team Designer, Viewer, CAE Analyst, Data
Admin, Plant Engineer, etc...
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Challenges

Restricting access to highly “Secret” data only for authorized users

=

* Any data that is classified as highly ‘Secret” should be protected from

unauthorized users including FMC users
Example:
» Tooling data

* Research & Advanced Engineering data

Restricting write privileges on data to only few set of users or group of

users
» A demand for clear definition of who should have write access & Who

should have read access

 Limiting Data Admin roles
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Challenges

Restricting Suppliers to only data that they are supposed to view/work

* Supplier users should have access to the data only on need basis
* Protecting competitive suppliers data from each other

 Availability of required data to suppliers with no delay

A secured place for Joint Ventures to store & collaborate their work

* Ford Joint Ventures usually work with many OEMs

 Provision to store Ford & Non Ford data in a single database & provide
access to Ford users only for their data

» Secret data should be protected from access by non-JV personnel

A provision to store/organise Catalog Parts & restrict access to only JV
users
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Security in Legacy Environment

" Legacy environment (FMC calls it as C3P Classic)
provides two step/level data management.

" In first level, a group of users manage their working
data in the localized Team Data Manager i.e IDEAS
TDM. Users feel their data is secured here by limiting
access to only TDM users.

C3P Classic
+ s+ Metaphase | J

v
TOM

TOM

Group of Users Group of Users

I-DEAS

Vehicle & Powertrain Development

. 4
I-DEAS
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Security in Legacy Environment cont...

* Users share/send the data to second level of data
management (Metaphase) only on need basis &
users are comfortable to share their data since data
reached certain maturity.

" Legacy approach gave users to work in their domain
without exposing the work in progress data to other
downstream users in the organization and only share
data that is mature enough. This provides indirect
security to Work In Progress data.

" Ford Joint Venture companies are able to work with
this model and keep data secured as required
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Following diagram shows how Ford JVs operate in C3P Classic environment

Metaphase
(PTO- Merk)

Non Ford Supplier
Data TDM'’s .
Agencie
(operated by Ford IT) S
FDX
Odett
______ e }

Ford Net JV Subnet

Secured Network Nodes
(accessible only through JV
subnet)

)
JV Data Coordinator
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C3P Next Generation

" When FMC Powertrain started thinking about
the C3P Next generation tools, following were ™ QS ROVER

major requwements

Business operations approach has changed and
now OEMs are spawned across the globe

* Several groups in the organization doing similar
type of job and faster to market approach

" Demanding re-usability of company product data
as much as possible to reduce cycle time —

ey A
ot I
- .-\-\-""\-\_\__ i
. ) S
y A \;;\
LA o
7

JAGUAR

Europe

" PLM tools seem to be providing better
solutions to today's OEMSs security needs bult
needs reasonable amount of customization.
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C3P-NG Security — Key Concepts

Security module for C3P NG is built/configured in compliance with
the FMC CAD/CAM/CAE/PIM Security Policy

Following are the few key PLM Security concepts implemented as
part of C3P-NG.

Groups
Ford
Supplier

Data Classification
Secret
Confidential
Proprietary

Project Based Security
Create / Manage Projects on-the-fly
Only read access is controlled based on the Project

Restriction Lists
To restrict competitive suppliers viewing each others data

PLM World ‘06 Khoubyari/Somisetty
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C3P-NG Security — How does it work?

» For every Engine/Transmission family of programs, a project in TCe
would be created.

Ex: MODENG

* There are three sub-groups created for Powertrain users under each CBG.
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» Powertrain users could request a role in TCe for any specific project
using a web based user access request system.

42 C3P NG User Registration - Microsoft Internet Explorer

File Edit Yiew Favorites Tools Help

eaack M <7 | |ﬂ Ig _h /._‘ Search \‘_?/E(Favmr\tes {‘3 El :\g ﬁ ‘5

Address ‘@j https:{fweb.c3p.ford, comfcgi-binfuamrsfappftee findesx.ci V| Go Links **

C3P NG Teamcenter Engineering (TCe) Registration Information Page

Welcome SSOMISET!If you are not Somisetty, S. (Sureshkumar) then you must log off and use the correct CDSID

Authorizer

Personal Identification

CDSID: SSOMISET
Requester's Mame:  Somisetty, 5. (Sureshlkumar) .
E-Mail Address. ssomiset@ford.com PI‘OjeCt

Building: POEE - POWERTRAIN OPNS ENGI
ENGINEERING BLDG

Authorizer Information /

Ford Authorizer's CDSID: SUb'grouD

(Example: JDOEZS5). Who iz m

Program Information /

The program | need access |MODENG vl
tois (select one):

How to select a program

Teamcenter Engineering (TCe) Group Information

Group: |FORD MOTOR COMPANY. FNAPTO.ENGINQ’ b
How to select my group

[Elack] [ Reset ] [ GoToMNextStep>» |

Questions ar comments  Support

@1 =] ‘;ﬂ Local intranet
- r

I W% C:\Docume... f E Z Microso... = f ﬁ 4 Microsof... . 2 Internet.., - ’(_J 1:50 PM
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» Powertrain users could request a role in TCe for any specific project
using a web based user access request system. Cont...

2} C3P NG User Registration - Microsoft Internet Explorer = [[B]]
File Edit View Favorites Tools  Help :;'

@Back - \_) Iﬂ Ig _h /.,_\J Search \;E(Favnrites e} El L__’; ﬂ '3

Address ‘@ https: ! fweb,c3p.ford, comfcai-binfuamrs/appjtee/findex. cgi v| Go Links **

-

Althorizer's Email; skhoubyai@fond com
Program Requested: MODENG ACCGSS
Group Requested: FORD MOTOR COMPANY FIMNA PTO ENGINE Gatekeepr

Access Gatekeeper Information

Access Gatekeeper: |PMILLEND—ApprDverfDrEngine v\ / ROI@

(E: le: JDOE25). How to selact 3 Access G atel
Role Information

Role

Howto select a role

Additional Information

Comments:

Feelfree to enter any information useful to process your
request.

[Back | [ Reset || GoTaNexStep>»> |

Questions or comments :Support

[EH

é:l é ‘;g Local intranet
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A snapshot of TCe My Navigator for user role, group & project

PLM World ‘06

My Mawigator — Teamcenter Engineering 9.1.2.4 - C3PNG P1.0 Release
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© @ FOR-1L1E-1111-A—-PART 1234
© @ FDR-1L2E-9999-A--ENGINE-ASSEMBELY

© @ GEN-CAE-RF1L2E-030101-A-MESH--Test GFE Mesh dat Owner Name Project IDs
- @ ERALIDRAEACAD Bala, Sree-SBA. Master Properti... |
& @ FDR-1L2E-1234-4-INS-01-PTO_ENGINE Bala, Sree-SBA... P PTO_ENGINE _ C170NA

_SBA. NGINE |

INE

Assign an Object to Projects

o}

@ FDR-1LZE-1234-A_INS-01-PTO_ENGINE
Select Projects to Assigh an Object to

. Notice that user
| got a Designer
role under

| ENGINE group
iIn FNA for
‘MODENG’
project

2
~Projects for ion——— tnctad Projsst %/‘
C170NA ‘ MODENG

DURMVEG

-

[»]

VRPNV HEG

@+
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« Every project in TCe gets an
associated product structure

to store the data

Node

MP (Carry Over Master Package)

-
Node

PLM World ‘06

*, Reference

Design Information

Node

Collaboration

PDN Deliverables |

CAE Deliverables |

i
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» Apply Security Data Classification

The purpose of the Data Classification is to apply a value to the Item that denotes its
Security Classification based on Ford's Global Information
Standard 2 (G1S2). This Security Classification is used to control viewing privileges on

the data.

|
]
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=,
II-L__.-I
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C3P-NG Security — How does it work?

View access to the data is decided based on
it’s association to a Project

TCe Projects are an OOTB .
concept that allows for the ASSlgn
assignment of Users and
Data Objects to a Project or
Projects. By comparing the
User and Data Object
assignments, Project based
security controls view access
to Data objects.

Assign

View Access

View access Privileges

User Type Data Classification
Secret |Confidential Proprietary
Ford P A A View Access Key:
Supplier P P A A = Across all

Programs/Projects

P = Per Program/Project
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C3P-NG Security — How does it work?

* Applying Restriction List (if necessary)

A Restriction List is applied to a TCe object so that the object is not viewable by
Suppliers on the restriction list. Although any user may request a restriction list for their
data, only a Data Admin may approve and implement the restriction. Once imposed, only
a DBA may remove a restriction list. Another thing to notice here is that the user can
request a Restriction List only for those objects owned by him/her.

Set Hestricted Organization

Eyailabie List of Oganizations Selected Lisf of Restncted Doganzations
visteon SUPPLIERS FORD MOTOR cge| B ROBINSON & CO LTDLSUPPLIERS FO
Fiie Eds Wiew [-DEAS Toolk Deskbop CATIA Heip WABASH TECHNOLOGIES SUPPLIER WILLIAMS CONTROLS SUPPLIERS . FOR
@ = w l; B El W s @ 'k WMaGEON INDUSTRIAL SUPPLIERS.FOY WALICEH.AUSTRALIA.SUF‘PUERS.FDRd
- Choose .IWALEROAUTOMOTIVE GUPPLIERS.A
| My MNavigst o | warm mebiess b WEALKER AUSTRALIA SUPFLIERS FOy ||
& tame | who WALKER MANUFACTURING SUPPLIE| || 41
S Home MWYALSALL PRESSIMNGS SUPPLIERS.F —
ﬂxh‘a::'” ShOUId nOt WA RN IMDUSTRIES SUPPLIERS . FOR ::
oy — see the WWARNER TURBOSYSTEMS SUPPLIE
Master Properies WATSON ENGINEERIMNG NG SUPPLI
L i data WEBASTO GMBH SUPFLIERS FORD | |
P _--FN.!.I:IEI:IEI e WEGLU.SUPPLIERS FORD MOTOR GO
i catiavs_mmL [WELDMATION FLIESSBANDTECKNIK| Ll
N T |l v | o |
&| CHE Altratates : it
Bmv Classic Attribuies | Add Al | Remaove All |
o view — - i
Mote-
fem will ba sant o an approval process on salecting the OK button. Go to Inbox and salect the
appropriate Data Admin. The Object AGL 1o mvoke READ scoasa 1o the selectad list of restricted
lorpanizations will be applied after Data Admin approves the Job
| oK | Cancel |
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PLM Security

Case Studies

1) Protecting Highly Secret Data
2) Program Based Data Management

3) Competitive suppliers working on same
Project
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Case Study 1 --- Protecting Highly Secret data

Problem: Casting & Forging Engineering (CFE) Team needs a secure place
/environment in TCe to store their concepts & tooling suppliers data.

Business drivers:

*  Only authorized Ford Motor Company

employees should have access to CFE data

» All Casting & Forging suppliers and Joint
Ventures should interact with TCe through a

data coordinator

 CFE data access will be granted on a proven

business case

PLM World ‘06

Challenges:

Required security is much granular than as
defined in the FMC C3P Security Policy

Highly secured data is sharing Product structure

with other data

A completely new scenario....different from rest

of the majority of Ford Internal groups
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Case Study 1 --- Protecting Highly Secret data

Solution to store highly secured data in TCe

Isolated group with
data only accessible
to members of the

group

in transfer process
from secure to

Many idiosyncrasies
non-secure group

Standard UARS
request process

non-secure group
normal TCe viewing
behavior exists

Once transferred to }

All data created by
members is
automatically
owned by the group

Where required, use
Restriction lists to
block Supplier acces

Pros:

Maintains extremely tight control of data within Secure group
Cons:

There is no cross-group access to data, including other secure groups within the PTO discipline
Cross group access could be created, but would be a permanent condition. PTO would not have access to grant or
revoke this access “on the fly”.
Any change to the original set-up between secure groups would require a CR with an extended timeline for deployment
of the change.

Once an Iltem Revision is transferred to a non-secure group and frozen, it is not possible to restrict it again.

This set-up violates the current corporate security policy and a change to the policy would require Engineering Director

approval from all functional areas.
PLM World ‘06 PP Khoubyari/Somisetty



N
Case Study 2 --- Program based data management ' i

Problem: Program based data management to support Powertrain

Program life cycle

Business drivers:

Powertrain needs top level program
nodes for all engine/transmission

families/programs in TCe. This
enables Powertrain to develop
Powertrain

commodities based on the P/T
product development process.
Furthermore,

This allows Powertrain to operate
multiple engine/transmission
programs

under top level program nodes and
provide data to vehicle programs as

needed.

PLM World ‘06

PRG-MODENG-M-MODENG PROGRAM NODE - My Working / Published - Date - “"Now™

BOM Line |
P PRG-MODENG-M-MODENG PROGRAM NODE
@ @ PH-MODERNG-0000-01/1-EBQM CPSC WL
Lo ’ FH-mMODEMG-000000-01/M1-Complete Wehicle Systerm W
@ & PH-M ODEMNG-010000-01/1-Body Systermn Wt
(o0 ‘ PH-MODERG-020000-01/M1-Frame And Mounting Systern Wi
@ & PH-MODERG-030000-01/1-Engine System Wi
‘ FH-MQDERG-030001-01M11-Eng A=y Ford Prdced,Sp lgn In-L WL
@ @ FPH-MODENG-N30002-01/1-Eng A=y, Ford Prdced, Spo lgn vee Wit
Q@ @ MA-TLIE-020002-E10548552-2007 S4L 3 U222 EMNGIMNE PACKAGE =

@ @ MA-FL1E-020103-E1Q54|MTHM 2-2007 541 3% U222 BASE EMNG INTAKE Pn
@ @G MA-TL1E-030500-E1 Q54FEADBI1 0-2007 S54L 3w U222 BASE B&A FEAD Pn
@ G MA-TL1E-030500-E1 ©Q54FEADEI 5-2007 54L 3% U222 BASE EMNGINE ... Pn
@ G MA-4L3E-030100-E10Q545TRIUCIZA-2004 541 3 P221 BASE ENG LO... FPn
@ @ MA-ALZE-020901-E1Q54CHMNM D-2004 541 3 P221 ENG CHAIM DRIVE Pn
@ @ WMA-ALZE-0321100-E1Q54CRKIT-2004 54L 3V P221 EMNGINE CRAMKING P
@ G MA-SL1E-020800-E1 Q54 LVIT-2005 5,41 3W U222 ENG WALVE TRAI Fn
@ G MA-FL1E-03000Z2-E1 ©54MISCi15-2007 54L 3% U222 BASE ENG MISC [P
@ G MA-TL1E-030104-E1Q54EXHMB-2007 54L 3% U222 BASE EMNG ExXHA... FPn

' 4L 34-PWRTRM-54_HP_WAES-5 4L 3 POWERTRAIN HARDPOINT Fn

@ @ MA-FL1E-021000-E1Q54SEALM-2007 541 3% U222 BASE ENG SEALIN Pn

& PH-MODEMNG-0200032-01/1-Eng Asy, Ford Prdced,Diesel In-L Wt
& PH-MODEMNG-030004-01/1-Eng Asy,Ford Prdced,Diesel vee Wt
‘ FH-MODERG-030005-01M1-Eng Asy »ndr Prdced,Sp lgn,In-L WL
@ PH-MODEMNG-030006-01/1-Eng Asy Wndr Prdced,Sp lgn Yee Wit
@ PH-MODEMG-020007-01/1-Eng Asy Ford Prdced,Diesel In-L Wi
& PH-MODEMNG-020002-01/1-Eng &gy ¥ndr Prdced,Diesel Yee Wt
‘ PH-MODEMNG-030009-01/1-Ford Prdced - Spark lgn -Rotary Wt
‘ FPH-MODERG-030010-01M-%ndr Prdced - Spark lgn - Rotary WL
@ PH-MODENG-030011-01/1-Ford Produced - MU& - Electric WL
’ PH-MODEMG-030012-0111-Yendnor Produced - M4 - Electric Wt
O @ PH-MODEMNG-020100-01/1-Basic Engine Structure Subsystem Wi
@ @ PH-MODEMNG-020200-01/1-Engine Lubrication Subsysterm Wi
- @ PH-MODENG-030300-01/1-Engine Cooling Subsystem Wi
(o) ‘ FH-MODERG-030400-011-Fuel Charging & Contrs Subsystermn WL
Logd ' PH-MODEMG-030500-01/1-Accesony Drive Subsystem Wt
& AR PH-MOMERIG-NANRNN-MN1 71 -Fraine MCrankinn Sohaestam Whir

Solution:

Creation of a Project for each engine/transmission program family and
Utilize project based security concept that exists in TCe
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Case Study 3 --- Problem Statement

Restricting competitive suppliers working on
same project viewing from each others data

Restricted for
Supplier A

N

Business drivers:
FMC agreements with Suppliers Context for Supplier B

prohibit to share competitive suppliers
DI-8S7G-9H487-BA J\ DR-8S7G-9H487-BA
MANF ASY-FUL CHG MANF ASY-FUL CHG

data with each other
DI-8S7G-12257-AA2 DR-8S7G-12257-AA2
BRKT-IGN CIL MTNG BRKT-IGN CIL MTNG

DI-8S7G-9F593-AB | DR-S7G9F593-AB
INJ ASY FUL MANF ASY-FUL

e

Context for Supplier A /

Supplier’'s are working on different data
for the same Powertrain program

/[

Restricted for
Supplier B

Khoubyari/Somisetty
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Case Study 3 --- Solution

FMC is making use of Access Control List(ACL) or Restriction List concept
available in TCe

File Edit \iew I-DEAS Tools Graphics Desktop CATIA Help
P @ b BREB s =8 f SR EE

i
-

TEAMCENTER

I Incremental Change (IC) Edit Context: I No IC context E @ @ @ @
ow"

857G-ASSY-A/1-FUEL INJECTOR - My Warking / Published - Date - "N i
Iy Mavigator
BOM Line | Rule config
% BETG-ABSY-A1-FUEL INJECTOR
PSE £ Working( Owening User 5
Working{ Owning Users
Warking{ Owning User 5 $ 1 <+ ‘h n] @
. Wiarking{ Owning Users
Ch Wieweer 0

Winrking{ Owming Users
Warking{ Owning User 5
Wiarking{ Owning Users
Winrking{ Owming Users
Warking{ Owning User 5
Wiarking{ Owning Users
Winrking{ Owming Users
Wiarking{ Cwning Users

iinrkilowe Yiewer

Before Applying ACL

More...

EEEw] B | SKBEPEE S
Ready m
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Case Study 3 --- Selution cont....

FMC is making use of Access Control List(ACL) or Restriction List concept
available in TCe.

File Edit View |-DEAS Tools Graphics Desktop CATIA Help
® ow B Y BEE A =e O SE e

88 o @ W @ @ Search 4

TEAMCENTER

ra) - BODY FO FoE FORD PAMNYDesigner  [DIL404] )

Incremental Change (IC) Edit Context: INo IC context |7|7|7|7|7

8S7G-ASSY-AM-FUEL INJECTOR - My Working / Published - Date - "Now" i

My Mavigstor

BOM Line Quant Ru
ty |
PSE Precise
: Mo config ) ;
Precise |- 1 ¢ ool = B =
Ch Wiewear Precise :
Precise |:
Precise |:
Precise |:
Precise |7
Mo config -

Precise |

After Applying ACL

More.

KEIEE] Y FRX=FOVEEH
=) Ready ’ﬁ

Restricted Supplier user’s view
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PLM Security
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